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93/2007
ELECTRONIC SIGNATURE LAW
(as amended and combined with amendment laws no 10/2010;2/2011 and 43/2011)

	
	      Parliamentary Assembly of the Turkish Republic of Northern Cyprus makes the following law:



	Short Name

	1. The Law is named as the Electronic Signature Law.



	PART ONE
General Provisions


	Definitions
	2. In this Law text unless required otherwise:

“Ministry” describes the Ministry that is responsible for the Ministry of Public Works and Transport. 

“Electronic Signature” describes the electronical data, which is added to another electronical data or which has logical link with electronical data and which is used for verification of identity. 

“Electronic Certificate” describes the electronical record, which combines the identity verification of the signatory and the information of identity.
“Electronic Data” describes the records, which are produced, carried or preserved through electonical, optical or similar methods.

“Signature Verification Tool” describes the software or hardware tool, which uses signature verification data to verify the electronic signature.

“Signature Verification Data” describes data such as codes and cryptographic public keys that are used to verify electronical signature.
“Signature Creating Tool” describes the software or hardware tool, which uses signature creating data to create electronic signature.
“Data for Creating Signature” describes data such as codes and cryptographic public keys that belong to the signatory, that are used to create electronic signature by the signatory and that are unique.
“Signatory” describes the real person that uses a signature creating tool to create electronic signature.
“Authority” describes the Information Technologies and Communication Authority.

“Corporate Identity” describes electronic system, which can be acknowledged by third parties and authorities that are clearly specific and which are related with the authorities, organizations and their departments that provide public service as well as their functions.
“Timestamp” describes the record, which is verified with electronic signature by electronic certificate service provider in order to determine the time, in which an electronic data was produced, changed, sent, received or saved. 


	Purpose

	3. The purpose of this Law is to regulate the legal and technical aspects of electronic signature and the fundamentals on its usage.


	Scope

	4. Legal infrastructure of electronic signature, operations of electronic certificate service providers and transactions on the usage of electronic signature in every area are subject to this Regulation.


	PART TWO
Secure Electronic Signature, Tools for Creating and Verifying Secure Electronic Signature


	Safe Electronic 
	5. Safe electronic signature:


is a signature


	Signature
	(1)
	That is subject to the signatory solely;

	
	(2)
	That is created by secure electronic signature tool, which is at the possession of only the signatory;

	
	(3)
	That enables the determination of the identity of the signatory by basing on qualified electronic certificate;

	
	(4)
	That enables determining whether signed electronic data was subject to a change or not after being signed.

 

	
	
	

	
	6.   (1)
	Secure electronic signature creates the same legal results with the signature signed by hand. 

	Legal Consequence of Secure Electronic Signature and Field of Application


	   (2)
	Legal transactions, which are subject to official conditions or a special treatment, and guarantee agreements cannot be carried out through secure electronic signature.

	
	    
	

	Tools for Creating 
	7. Tools for Creating Secure Electronic Signature are tools for creating signature enabling:

	Secure Electronic 

Signature 
	(1)
	That the electronic signature creating data that is created by the tool is unique;

	
	(2)
	That the electronic signature creating data, which is registered on the tool, cannot be taken away from the tool under no circumstances and that it is confidential;

	
	(3)
	That the electronic signature creating data, which is registered on the tool, cannot be obtained or used by third parties or being protected against the forgery of electronic signature;

	
	(4)
	That the data that will be signed cannot be amended except for the signatory and that enables the data to be seen before the signatory creates the signature.


	
	
	

	Tools for Verifying Secure
Electronic Signature
	8. Tools for verifying secure electronic signature are signature verifying tools that enables the following:

	
	 (1)
	That the data used for verifying the signature is shown to the person, who makes the verification without changing the data;

	
	 (2)
	That operates the signature verification transaction in a secure and accurate way and shows the results of verification to the verifier without changing the results of verification;

	
	 (3)
	That makes the signed data to be shown in a secure way when necessary;

	
	 (4)
	That determines the accuracy and validity of the electronic certificate, which is used for verifying the signature, in a secure way and that shows its results without changing them; 

	
	 (5)
	That shows the identity of the signatory to the verifier without changing it;

	
	 (6)
	That enables the changes, which may affect the conditions related with the verification of the signature, to be determined.


	
	

	PART THREE
Electronic Certificate Service Provider, Qualified Electronic Certificate and Foreign Electronic Certificates



	 Electronic Certificate   9. 

Service Provider
	(1)


	Electronic certificate service provider is public institutions and organizations and real or private law legal entities, which provides services on electronic certificate, time stamp and electronic signatures.

	
	(2)
	Electronic certificate service provider shall begin to operate two months later than the notification that will be made to the Authority.

	
	(3)
	(A)
	In the notification that the electronic certificate service provider will make for the Authority, it will be stated in details that the conditions on the following are provided:

	
	
	(a)
	Using secure products and systems;

	
	
	(b)
	Carrying out service in a secure way;

	
	
	(c)
	Taking any kind of measure to prevent the certificates to be imitated and falsified.

	
	
	
	

	
	(B)
	If the Authority determines the deficiency or violation of one of the conditions set forth above in clause (A), the Authority shall give a period for not more than a month for the electronic certificate service provider to eliminate the deficiencies and the operations of the electronic certificate service provider are suspended during this period. If the deficiencies cannot be eliminated at the end of this period, the Authority terminates the operations of the electronic certificate service provider. It is possible to apply to High Administrative Court against these decisions of the Authority.


	
	(4)
	If electronic certificate service providers lose the conditions given above in Clause (3), Subclause (A) during their operations, the rules of Subclause (B) of the same Clause are applied.

	
	 (5)
	Electronic certificate service providers are obliged to obey the upper and lower price limits that will be determined by the Authority.



	Qualified 
	10. The following are required to be included in the qualified electronic certificate:

	Electronic 
	(1)
	A phrase that the certificate is “qualified electronic certificate”, 

	Certificate
	(2)
	Information on the identity of the certificate service provider and the name of the country it was established,

	
	(3)
	Identity information, which can be recognized by the signatory,

	
	(4)
	Identity verification data, which corresponds to the electronic signature creating data,

	
	(5)
	Beginning and expiration dates of the validity period of the certificate,

	
	(6)
	Serial number of the certificate,

	
	(7)
	If the owner of the certificate acts on another person, information on this power,

	
	(8)
	Professional or other personal information if the owner of the certificate requires, 

	
	(9)
	Usage conditions of the certificate and information on physical limits in the transactions it will be used, if any, and

	
	(10)
	Secure electronic signature of certificate service provider that verifies the information in the certificate.



	Obligations of 
Electronic 
Certificate 
Service Provider
	(1)       
	Electronic certificate service provider is obliged to fulfil the following:

	
	(A)
	To employ employee with qualifications required by the service,

	 
	(B)
	To determine the identity of the person, whom qualified certificate is given for, in a secure way according official documents,

	
	(C)
	If the certificate owner has the power to act on behalf of someone else, the power and professional or other personal information are on the certificate, to determine these information in a secure way according to official documents,

	
	(Ç)
	If signature creation data is produced by certificate service provider or if it is produced in places that belong to certificate service providers by the person that required the certificate, to enable the confidentially of this transaction or if it is produced by the tools provided by certificate service provider, to enable the security of this transaction,

	
	(D)
	To inform the person, who requests a certificate that electronic signature is equal to signature signed by hand without prejudice to the methods of solution of peculiarities and conflicts of the usage of the certificate as well as their conditions and restrictions envisaged  by the law, in writing before the delivery of the certificate,

	
	(E)
	To warn and inform the owner of certificate in writing for not making someone else use the signature creation  data that corresponds to signature verification data on the certificate, 

	
	(F)
	To prepare all records on the services it provides for a period, which will be determined with a by-law that will be prepared by the Authority, proposed by the Ministry, approved by the Council of Ministers and issued at the Official Gazette, 

	
	(G)
	To inform the Authority and the owner of electronic certificate owner at least three months before the termination of its operations.


	
	(2)
	Electronic certificate service provider cannot take a copy of signature creation data that was created or it cannot keep this data.



	Cancelling 12.

Qualified Electronic
Certificates
	(1)
	Electronic certificate service provider shall immediately cancels the qualified electronic certificates it provided in the following situations:

	
	(A)
	When qualified electronic certificate owner requests,

	
	(B)
	When the it is found that the information in the database of the qualified electronic certificate it provides is false or wrong or when the information changes and

	
	(C)
	When it is found that the owner of qualified electronic certificate is limited for legal capacity or he bankrupted or he is absent or died. 


	
	(2)
	Electronic certificate service provider creates a registry, which allows determining the exact time when the qualified electronic certificates are cancelled and which can be quickly and securely reached by third parties.


	
	(3)
	If the electronic certificate service provider will end its operations and the qualified electronic certificates that it provided cannot be enabled to be used by another electronic certificate service provider, then the electronic certificate service provider immediately cancels the qualified electronic certificates it provided.


	
	(4)
	If the Authority terminates the operations of electronic certificate service provider, the Authority decides that the qualified electronic certificates given by the electronic certificate service provider, whose operations are terminated, to be transferred to another electronic certificate service provider and notifies concerned parties on the situation.


	
	(5)
	Electronic certificate service provider cannot cancel retrospective qualified electronic certificate.  



	Protecting        
	13. Electronic certificate service provider;

	Information

	  (1)  
	Cannot request information from the person that requested electronic certificate except for the information that is required for electronic certificate and it cannot obtain this information without the consent of the people.


	
	(2)  
	Cannot keep the certificate in environments, where third parties can reach without the consent of the owner of electronic certificate. 



	
	(3)  
	Prevents third parties obtaining personal data without the written consent of the person, who requested electronic certificate. It cannot transfer this information to third parties without the consent of the owner of certificate and cannot use it for other purposes.



	Legal                        14.
Obligation          
	(1)
	The responsibility of electronic certificate service provider for the owner of electronic certificate is subject to general rules. 



	
	(2)
	Electronic certificate service provider is obliged with compensating the loss of third parties for the violation of the rules of this Law or the by-law that is issued with this Law. If electronic certificate service provider proves its blamelessness, it will not be obliged to pay compensation. 


	
	(3)
	Electronic certificate service provider is responsible for the loss, if the violation, which is mentioned in Clause (2) above, is resourced from the people it employs.


	
	(4)
	Any condition, which eliminate or limit the responsibility of electronic certificate service provider for third parties and for the owner of qualified electronic certificate, is invalid except for the limitations on the usage included in the qualified electronic certificate and on its financial scope.


	
	(5)
	Electronic certificate service provider is obliged to make financial obligation insurance for the certificate for the losses resourced from not fulfilling its obligations of this Law to be met. Procedures and extracts of the insurance shall be determined with a by-law, which will be prepared by the Authority, proposed by the Ministry, approved by the Council of Ministers and issued on the Official Gazette.


	
	(6)
	The financial obligation insurance for certificate, which is envisaged in Clause (5), is made by insurance companies, which are authorized to operate in the related area in Turkish Republic of Northern Cyprus. These insurance companies are liable to make financial obligation insurance for certificate. Insurance companies that do not obey this obligation are given an administrative fine of TL 5,000 (five thousand Turkish liras) by the Authority. Insurance companies may apply to High Administrative Court against the fine given by the Authority.


	
	(7)
	Electronic certificate service provider is obliged to have the qualified electronic certificate insured for the owner of electronic signature and deliver it to the owner.



	Foreign                       15.

Electronic 
Certificates
	 (1)


	Legal consequences of electronic certificates that are given by an electronic certificate service provider established in a foreign country are determined with international agreements.



	
	(2)
	Electronic certificates, which are given by an electronic certificate service provider that is established in a foreign country, are accepted by an electronic certificate service provider that is established in Turkish Republic of Northern Cyprus by considering the criteria set forth in Article 10 of this Law, then these electronic certificates are considered as qualified electronic certificates. The electronic certificate service provider that is established in Turkish Republic of Northern Cyprus is also responsible from the losses that will incur from the usage of these electronic certificates.



	PART FOUR
Rules Concerning Supervision and Crimes



	Supervision                16.
	(1)
	The supervision of operations and transactions of electronic certificate service providers on the application of this Law and the by-laws that will be issued under this Law are carried out by the Authority.



	
	(2)
	The Authority can inspect electronic certificate service providers when it deems necessary. During the inspections it is obligatory by electronic certificate service providers and concerned parties to give any books, documents and records to the officers that are authorized to make inspection; to enter in the locations of management, buildings and their annexes; to receive written and oral information; to take samples and to inspect transactions and accounts.


	Unauthorized Use       17. of Data Creating

Signature


	(1)


	Those that obtain, give, copy or recreate data for creating signature or tools for creating signature to create electronic signature without consent of the concerned person and those that create unauthorized electronic signature by using the signature creation tools are committed a crime and in case of conviction, they can be punished for a fine of TL 15,000 (fifteen thousand Turkish Liras) or imprisonment up to three years or for both of them.


	
	(2)
	If the crimes that are committed in Clause (1) above are committed by the employees of electronic certificate service provider, these punishments may be increased by the double.



	
	(3)
	The person, who suffers loss as a result of the crimes in this Article, can file a compensation suit for the loss.



	Fraud   
in 
Electronic 

Certificates
	18.    (1)
	Those that create partially or wholly false electronic certificate or those that counterfeit or that falsify electronic certificates that are created in a valid method and those that deliberately use these electronic certificates are committed a crime and in case of conviction, they be punished for a fine of TL 20,000 (twenty thousand Turkish Liras) or imprisonment up to five years or for both of them.



	
	(2)
	If the crimes that are committed in Clause (1) above are committed by the employees of electronic certificate service provider, these punishments may be increased by the double. 


	
	(3)
	The person, who suffers loss as a result of the crimes in this Article, can file a compensation suit for the loss.



	Administrative           19.
	(1)
	Administrative fine is given for the following:



	Fines and
Punishment of
Closure
	(A)
	Electronic certificate service provider, which do not fulfil any obligation in Articles 11 and 13 or which act against these rules, is punished by the Authority for TL 8,000 (eight thousand Turkish Liras); 


	
	(B)
	Electronic certificate service provider, which do not fulfil any obligation in Article 12 or which act against these rules, is punished by the Authority for TL 5,000 (five thousand Turkish Liras);



	
	(C)
	Electronic certificate service provider, which do not fulfil any obligation in Article 14 or which act against these rules, is punished by the Authority for TL 10,000 (ten thousand Turkish Liras); and


	
	(Ç)
	Electronic certificate service provider, which do not fulfil any obligation in Article 16, Clause (2) or which act against these rules, is punished by the Authority for TL 5,000 (five thousand Turkish Liras);



	
	

	
	(2)
	If the crimes that are committed in Clause (1) above are committed again, these punishments are increased by the double. If they are committed for the third time, the Authority decides to give punishment of closure for electronic certificate service providers.



	
	(3)
	The decision given by the Authority for fines or punishment of closure in accordance with Clauses (1) and (2) are served to the concerned parties within seven workdays. It is possible to apply to the High Administrative Court against these decisions.



	PART FIVE
Various Rules


	Authority for Making By-law


	20. Procedures and extracts on the application of Articles 7, 8, 9, 11 and 15 of this Law are regulated with by-laws, which will be prepared by the Authority, proposed by the Ministry, approved by the Council of Ministers and issued at the Official Gazette by taking the opinion of related institutions and organizations within 6 months of the entry into force of this Law.


	Corporate ID for Public Institutions and Organizations


	21. Public institutions and organizations and their departments that offer public service shall use electronic system, which defines their own organization and which is identified in a comprehensive way and which is suitable with the purpose of the document they will give, as electronic signature in accordance with the Law.


	Rules not to be Applied on Public Institutions and Organizations


	22. The rules of Article 9, Clauses (4) and (5), Article 16 and Article 19, Clause (2) of this Law are not applied on the institutions and organizations that carry out electronic certificate service provision operations. 



	PART SIX
Temporary and Last Rules


	Temporary Article - 
Telecommunication Supreme Board


	1.     (1)


	Powers and duties that are given to the Authority with this Law are carried out by the Telecommunication Supreme Board that is composed of the people described below until the abovementioned Authority is legally established.


	
	(2)
	Telecommunication Supreme Board is composed of eight people that are described below and that will be assigned by the Council of Ministers with the suggestion of the Prime Minister:


	
	(A)
	Three members that will be determined by the Minister responsible for Public Works and Transport; one of them is assigned as the Chairman by the Council of Ministers.



	
	(B)
	Two members that will be determined by the Prime Minister among the members that work at the Public Works Net Supreme Board that was established with the decision of the Council of Ministers;



	
	(C)
	A member that will be determined by Broadcasting Supreme Board among its members;


	
	(Ç)
	A member that will be determined by Bayrak Radio and Television Institution among the employees of this Institution; and


	
	(D)
	A member that will be determined by the Turkish Cypriot Chamber of Industry among its members on informatics.



	10/2010
2/2011

43/2011
	(3)
	The term of office of the Telecommunication Supreme Board is a year. If the Authority could not be legally established at the end of a year, the Council of Ministers can extend the term of office of the members of the Telecommunication Supreme Board for periods of 6 months for maximum five times.


	
	(4)
	The Board gathers with the absolute majority of whole number of its members and takes its decisions with the absolute majority of whole number of its members.


	
	(5)
	Operating constantly, the Board gathers for at least once a month. It can gather with the request of the Chairman or at least four members when necessary. The date, time and agenda of ordinary and extraordinary meetings are determined by the Chairman and they are notified to the members in writing.


	
	         (6)
	(A)    
	(a)
	The Chairman works full time and cannot be engaged with any other business during his/her chairmanship.



	
	
	
	(b)
	A monthly payment, which is determined by the Council of Ministers and which will not be lower than the top level of 18A salary scale, is paid to the Chairman.



	
	
	
	(c)
	If the Chairman is assigned among civil servants, his/her salary that is taken among his/her primer position shall be supplemented to the amount that will be determined by the Council of Ministers in accordance with subclause (b) of this clause.
However, this payment does not create any benefit for the President for retirement purposes. If the term of office expires, the Chairman is returned to his/her former position with his/her former salary scale. In these situations, the period he/she had as the Chairman are considered as actual service period for the increase in salary scale and for retirement purposes. If the term of office of the Chairman that was not assigned among civil servants is expired, he/she will be disengaged with the Board.


	
	
	(B)
	The members of the Board are paid a payment of daily allowance for every day they have a meeting and the amount of allowance will be determined by the Council of Ministers.


	
	(7)
	Secretariat services of the Board are carried out by the employees of the Ministry.



	
	
	(A)
	The following qualifications are required for the Chairman and the members of the Board:

	
	
	
	  (a)
	Being a citizen of Turkish Republic of Northern Cyprus.



	
	
	
	  (b)
	Being graduate from a university or an equivalent college. 


	
	
	
	  (c)
	Not being banned from public rights.



	
	
	
	  (ç)
	Not being sentenced for more than a year or if he/she is granted an amnesty, not being sentenced for infamous crimes such as bribery, theft, fraud, counterfeiting, corruption, rape, fraudulent bankruptcy and etc.


	
	
	
	  (d)
	Not being discharged from public services due to disciplinary crimes.



	
	(B)
	The following special criteria is required for the person that will be assigned as the Chairman as well as the general qualifications given in subclause (A):



	
	
	  (a)
	Being worked for at least ten years as a civil servant or any position other than being a civil servant that requires responsibility, or 


	
	
	  (b)
	Having graduate education at the Phd level and being worked for at least ten years as a civil servant or any position other than being a civil servant that requires responsibility.


	

	Executive Power

Entry into Force

	23. The Law is executed by the Ministry responsible for Public Works and Transport.



	
	24. The Law shall enter into force six month later than being published in the Official Gazette.
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